The provided information is a service by the Financial Readiness Center (FRC) of Army Community Service (ACS).  Clients and readers are responsible for making their own decisions on actions to take.  From time to time, information with topics of career development, personal finances, or consumer affairs could be of great interest to the extended Arsenal community.

The information presented below is neither an endorsement nor any sort of recommendation.  This information is not intended to replace the advice of a qualified attorney, tax adviser, financial adviser, or insurance agent.  The provided information does not endorse an organization nor make guarantees.  The provided information is not a recommendation; clients are responsible for making up their own decisions.  This information should not be considered an exclusion of other reputable, professional organizations, products or services.  Before making any financial commitment, consult the appropriate professional adviser.  The information is provided only for educating readers in order to broaden their knowledge of options that may be available.  For this educational purpose, the following information is provided.  

SUBJECT: PREVENTING IDENTITY THEFT 

1. The army casualty and mortuary affairs operations center (CMAOC) reported a recent phishing scam concerning families of deceased soldiers. The scam purports to be from defense finance and accounting service (DFAS) and army human resources command (HRC) and informs families of deceased soldiers that they are entitled to monetary compensation in excess of $12,000,000 that will be available to them in one week in exchange for personally identifiable information (PII) such as social security numbers, dates of birth, address, etc. Then, they are advised to email the PII to an overseas yahoo account to expedite payments.

2. A phishing attack is a form of social engineering used by identity thieves (criminals) to collect PII which they use to commit fraudulent activity. Social engineering schemes use spoofed emails to lead individuals to websites that appear to belong to a legitimate business. Once on the website visitors are asked to provide financial data such as credit card numbers, account usernames, passwords, etc. 

3. According to the federal bureau of investigation (ref 2) pharming is a malicious web redirect and is implemented when an individual, trying to reach a legitimate site, is unknowingly sent to a fraudulent site. This allows the pharmer to obtain sensitive PII for the furtherance of criminal activities. A redirect is conducted by using trojans, worms, and other technology which attacks the browser address bar. Another method is used by attacking the domain name service (DNS) system. By doing so, everyone who enters a valid uniform resource locator (URL) (commonly referred to as a link) will be redirected to a fraudulent site. The DNS is a series of domain servers which are large directories of common names (such as Google and Amazon) that locate the actual registered internet address a user is searching for. 

4. All army personnel, to include DA civilians and support contractors should take precautions to prevent themselves from becoming victims of phishing, pharming, and other types of internet scams. Army personnel should also inform family members about scams and urge them to take precautionary measures when using the internet. 

5. The following may be indicators of a scam:

A. Suspicious email address

B. Generic subject line and message body c. Poor use of English d. Suspicious hyperlinks e. Suspicious attachments f. Attachments containing macros (you may be asked to enable macros) g. Requests for PII (such as SSN, dob, passwords, etc.)

6. To avoid victimization, the following precautions are advised for use on personal computers:

A. Do not reply to email or pop-up messages from suspicious or un-trusted sources that ask for personal or financial information, and do not click on links in the message. Do not cut and paste a link from a message into your web browser - phishers can make links look like they go to a certain place, but they actually send you to a different site. Simply delete the suspicious emails. 

B. Some scammers send an email that appears to be from a legitimate business and ask you to call a phone number to update your account or access a refund. Because they use voice over internet protocol technology, the area code you call does not reflect where the scammers really are. If you need to reach an organization you conduct business with, call the number on your financial statements or on the back of your credit card.

C. Use anti-virus and anti-spyware software, as well as a firewall, and update them regularly.

D. Do not email personal or financial information.

E. Review credit card and bank account statements as soon as you receive them to check for unauthorized charges.

F. Be cautious about opening any attachment or downloading any files from emails you receive, regardless of who sent them.

G. Forward phishing emails to spam@uce.gov - and to the company, bank, or organization impersonated in the phishing email. You also may report phishing email to reportphishing@antiphishing.org. The anti-phishing working group, a consortium of isps, security vendors, financial institutions and law enforcement agencies, uses these reports to fight phishing.

7. If you have been the victim of an internet scam, visit the federal trade commissions identity theft website at ftc.gov/idtheft for recovery guidance. 

8. If a phishing, pharming, or other network scam is suspected on a government computer or network, follow local command information assurance (ia) response and reporting procedures. 

9. The army computer emergency response team - computer network operations (acert-cno) is the official us army location for antivirus products, documentation, and definition updates. The acert-cno provides antivirus updates, free of charge, to government employees. For more information, visit the following AKO webpage: www.us.army.mil; select self-service; select antivirus services. The page explains entitlements and provides downloads. 

The Financial Readiness Center (FRC) of Rock Island Arsenal’s (RIA) Army Community Service (ACS) is located in building 110, 1st floor, southeast wing.  If additional information or assistance is desired, call (309) 782-0815 or email:
ROCK-ACS@conus.army.mil .  Military and civilian personnel are gently reminded to account for their duty time with their supervisors.

See www.riamwr.com/acsnew.htm 
